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~Znpp Kpuntorpadwms c nyornnyHu
cuninesims - KITHOYHOBE

 Kpunrtorpagpua — Hayka 3a kognpaHe Ha MHopmauudaTa

 KpuntoaHanuna — Hayka 3a pa3dbuBaHe Ha Kpuntorpadocku
KoO4oBe U anroputmm

 Kpuntorpadgpumsa c nybnmyHu (HECUMETPUYHMN) KITHOHOBE
(Public Key Cryptography)

« MaTtemaTuyecka Hayka, KOATo ocurypsia KOHOMAEHLMANHOCT U
aBTEHTMYHOCT Npu obMsAHaTa Ha nHdopMaLus Ypes3 n3nonssaHe
Ha KpynTorpadCckM anropuTMmn ¢ Ny6nnYHU N NIUYHK KITHOYOBEe

« [lBonka kpuntorpadocku knro4vose (public/private key pair)
= I'Iy6n|/1qu M CbOTBETEH HAa HEro JiIn4eH KIiYy
 MHoro e TpyaHo No eauHUA KoYy ga Hamepum apyrms

* JlndeH kntou
* TanHo 4Yncno, N3BEeCTHO CaMO Ha npuTexarens My
» C Hero ce kKogupa nHopmauuda v ce nonaraT uMdpposm NOLNNUCH



AN LindopoBu noanucu

Banrapoo a00oumMaLmMe
el PRIPBOTYMLMTE M OOTYED

« My6nuueH kntou (public key)

* Yucno (nocrnegoBaTtenHoCT OT OUTOBE), KOETO OBMKHOBEHO €
CBbP3aHO C AadeHo nuue

« C Hero ce gekoampa nHdopmaumsa 1 ce nposepsaBaTt LNdpoBu
noanucu

e OOWMKHOBEHO He e TanHa 3a HUKOro

* Llndpposo nognuceaHe

 MexaHn3bMm 3a yaooCcToBepsiBaHE Ha Npomn3xoda 1 Lenoctra Ha
NHpopMaLmMA, NpedaBaHa Mo enekTPoOHEH NbT

* Undopos nognuc (unposa curHatypa)

* Yuycno (nocregoBaTenHOCT OT OUTOBE), KOETO Ce N3YuncnsiBa
MaTeMaTUYeCKn Npu nognncBaHEeTo Ha AafeH OOKYMEHT
(cboOLLEHME)

« [@apaHTUpa LSANOCTHOCT U aBTEHTUYHOCT Ha MHopMaLuuaTa



Al Xewmpaliy pyHKLUN

Banrapoo a00oumMaLmMe
el PRIPBOTYMLMTE M OOTYED

o XelnpaHe (xewmpawia pyHKLNS)
 MaTtemaTtnyecko npeobpasoBaHne, KOETO U34YNCMSIBA XELl-
CTOMHOCT Ha AadeHOo CcbobLleHune
e Xell-CTOUHOCT

» [locnepoBaTtenHocT OT GuToBE, OBMKHOBEHO C (PUKCMpaHa
ObIMKNHA, U3BIIEYEHO MO HSKAKbB anropuTbM OT CbOOLLEHMETO

« Ta3u CTONHOCT ce Hapuya oule message digest

* Kpuntorpadpckm cunHu xelw-dgyHkumn (message digest
anropuTMu)

 Heobpatnmn doyHKLMN — NO XELU-CTOMHOCTTA HE MOXE NECHO aa ce
HaMepu OpUrMHaNHOTO CbOoOLLEHME

* [lpn npomsiHa Ha camo eanH 6UT B CbOOLLIEHNETO ce norny4vyasa
TOTanHO pa3nn4yHa XeL-CTOMHOCT

o Tunuynu npumepn: MD4, MD5, SHA1



CAIPL Kopmpalum anroputmn

Banrapoo a00oumMaLmMe
el PRIPBOTYMLMTE M OOTYED

 KoaupawuTte anroputmMmu

* [lpeobpasysaTt gageHo cbobLLeHe B KoanpaHo
CcboOLleHue No AaaeH Ko

« KoampaHoTo cbobLleHne MoXe Ja ce Aekoampa cbe
CbLUMSA anropuTbM N NOAXOASALL, AeKoaupalLl, KoY

« BuBaTt CMMETPUYHMN U HECUMETPUYHMU

CUMeTPUYHNTE KoaUpaLLU anropuTMum
» KoanpaHeTo 1 gekogmpaHeTo cTaBa C €OUH U CblL, KITHoY
* Mpumepu: DES, 3DES, AES, RC2, IDEA
AcumMeTpuUYHUTE Kogupallm anropmtmm

* /3nonseaT ABOMKa KIHO4YOBE 3a KoaupaHe U 3a paskoanpaHe
* [Tpumepn: RSA, DSA, ECDSA, Diffie-Hellman
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CAIPL PKI v ceptudmkaTy

Banrapoo a00oumMaLmMe
el PRIPBOTYMLMTE M OOTYED

 NHdpacTpykTypaTa Ha nyonu4yHua krod (Public Key
Infrastructure — PKI)

» LlanocTtHaTa apxutekTypa, opraHmsaumd, TEXHUKU, NPaKTUKL K
npouenypu, KOMTo nognomarar 4Ypes LMdpoBU cepTuukaT
NPUNOXEHNETO Ha KpuntorpadusaTta, 6asnpaHa Ha Ny6nnyHm
kntodose (public key cryptography) 3a uenute Ha curypHaTta
obMsAHa Ha nHopmMauns N0 HECUTYPHU MPEXN N NPEHOCHN cpeaun

» Bknwoyea ceptudpmumpalln opraHmsaumm n umdpposn ceptTudukaTi

* Llndpposun ceptudmnkaTm
o CobaobpxaT nybnuyeH Kno4d n nHdopmauma 3a HEroBma COOCTBEHNK
« CBbp3BaT onpeneneH nybnuyeH KoY ¢ onpegeneHo nuue

 MoraTt ga 6bgart nognucaHn ot Apyr cepTudukaTt unm ga ca
caMopbyHO noanucanm (self-signed)



AP X.509 cepTmdmkaT

BRnrapons acouMaLE
el PRIPBOTYMLMTE M OOTYED

« X.509

» lnpoko-Bb3npumeT ctTaHgoapT 3a undpoBu ceptudmnkaTit
« MacoBo nsnonassaH B VIHTepHeT

» IledpuHumpa cnegHaTta nHdopmaums:.
» Bepcu4
» CepueH Homep
* Anroputbm 3a LMdpPOB noanuc
* l/IMe Ha nzpartens
* [lepuoa Ha BannaHoOCT
* IMe Ha nputexatend
» [1yGnun4yeH KNty Ha NpuTexaTens P —
* PaswunpeHuns

* Lindpos nognuc Ha usgarensd



AP CepTuchnumpaliy opraHmsauum

Banrapoo a00oumMaLmMe
el PRIPBOTYMLMTE M OOTYED

 Ceptudmuympaiia opraHnsaumusa (Certification Authority,
CA)

o MHCTUTYUUS, KOSITO € YMbIIHOMOLLEHA Aa n3gaBa LndpoBy
cepTuduKkaTh 1 Ja rm nNoannucBa CbC CBOS JNTUYEH KITHOY

« OcurypsiBa JoBepue Mexay Herno3HaTu cTpaHu

 Moxe fa e nokarHa 3a opraHusauunsTta unm rnodanHa (VeriSign,
GlobalSign, Entrust, Thawte, GTE CyberTrust...)

o CepTtndomkatute busat
« Camopb4HO nognucaHu (self-signed) ceptudukaTu

o CepTucdukatn Ha cepTuduumpalim opraHusaumm oT NbPBO HUBO
(root-cepTndpmkaTi)

» [loBepeHu root-ceptndomkatu (trusted root CA certificates)
o CepTudukatn Ha MEXANHHU cepTndnumpaLLn opraHm3aunm



CAIME Be

BRnrapons acouMaLE

A PAIPAEOTIMLMTE 1A COdTYED

PUrn OT cepTUdUKaTn

 Bepurn ot ceptuumkaTm
(certification chains)

CbCTOAT ce OT HAKOSIKO
cepTuduKkaTta, KaTto BCEKM OT TAX
(6e3 nocnegHna) e NoanucaH c
NUYHKUS KIIOY Ha NpeaxoaHuns

3nons3Bat ce 3a npoBepka
Oanv Ha gageH ceptudukar
MOXe [ja ce BdApBa (ganu e
trusted)

B Ha4anoTto Ha BepuraTta Haun-
4eCTO CTOM JoBepeH root-
cepTudukaT Ha rnodbanHa
cepTnduympalla opraHusaums

Certificate

2l

General | Details Certfication Path |

— Certification path
veriSign Class 1 Public Primary €A

d| |

Wiew Certificate |

Certificate status:

This certificate is Ok,




C4PL Mpogepka Ha cepTndMKaTH

Banrapoo a00oumMaLmMe
el PRIPBOTYMLMTE M OOTYED

» [lpoBepeHn cepTuUdUKaT — Ha KOUTO MOXKE Oa ce BApBa
* [Npouenypa 3a npoBepka Ha cepTuduKaT

» [lpoBepsiBa ce CpOKbT Ha BanMAHOCT Ha cepTudukaTa

» [lpoBepsiBa ce cepTudmnkaLnoHHaTa Bepura, KoOTo 3arnoysa oT
Hero

e [anu Bceku cepTudmkaT oT Bepurata (bes nocnegHus) e
nognucaH oT cnensawms

« [lanu BCeKun cepTudmkaT oT Bepurarta (6e3 nbpBusi) uMa npaso Aa
noanucea apyru ceptudukaTiu

e [anu NOoCreaHnAaT cepTudukaTt € goBepeH root-ceptudukar Ha
Hskoe CA, Ha KOeTo nMame goBepue

e [anun HAKoM OT cepTudomKaTuTe Mo Bepurata He e aHynunpaH

* AnynupaHu ceptudmkatn — ecsako CA nogabpka
aKTyanHu cnucbumn Ha aHynupanute ceptndukaTtm (CRL)



CAIPL Xpanunuia 3a cepTudmkaTy

Banrapoo a00oumMaLmMe
el PRIPBOTYMLMTE M OOTYED

* Protected keystores — 3alnTeHn xpaHunuilia 3a
KIMo4YoBe U cepTUdPUKaTH

 Morat ga cvabpxat eguH unu noeede X.509 undposu
cepTnduKkaTa, eBeHTyarnHo C NbiHaTta Cu
cepTMduKaLMoHHaA BEPUTM U €BEHTYAITHO C NIMYHUTE
KINo4yoBe, KOUTO UM CbOTBETCTBAT

« XpaHunuwiata ca 3almMTeHn ¢ napona
* JInyHNTE KNIOYOBE Ca 3aLUMTEHM C OLLle eHa naporna

 CbxpaHsaBaT ce B
 .PFXn .P12 dannose — ctaHgapt PKCS#12
* JKS - Java Key Store canrnose

« CmapT-kapTu



CAnE CMmapT-KapTy

BRnrapons acouMaLE
W3 paipaboTymaTe K COdITYeR

"'L

 CwmapT-KapTuTe npeacrasnsgasaT Xxap4yepHu yCTPOUCTBA, KOUTO nmart
MUKPOMPOLLECOP M NaMeT U MoraT a reHepupart 1 CbxpaHaBaT
KIH04OBE U cepTudomKkaTu

 MoraTt ga umat pasnunyHa doopma U nHTepdenc 3a 4ocTbn

 Kpuntorpadpckute pyHKLNM KaTo nognnuceaHe 1 KpuntupaHe Ha
NHdopmMauna ce N3BbPLUBAT OT camaTta KapTa

 [locTbnbT Ao nu4HuTe Kntovose e ¢ PIN koa

« MHoro TpygHo moraTt ga 6baaTt npekonupaHu
GemSARE! . =
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1Pl OobueaHe Ha cepTUdMKaTH

Banrapoo a00oumMaLmMe
el PRIPBOTYMLMTE M OOTYED

* [eHepupaHe Ha self-signed cepTudukart cbC cpedcTBaTa
Ha Java 2 SDK

keytool -genkey -alias signFiles —keystore
SignApplet.jks -keypass !secret —dname
""CN=My Company' -storepass !secret

o 3aKynyBaHe Ha cepTudukaT oT cepTmdunumnpalla
opraHnsauus

« CepTtudukatn 3a TectoBm Lenu — 6e3nnaTHo:

» CepTtudukaTt 3a 3awmteHa e-mail kopecnoHaeHuust ot Thawte —
http://www.thawte.com/htmlI/COMMUNITY/personal/index.html

» TectoB ceptndmkart 3a 60 gHu ot VeriSign —
http://lwww.verisign.com/client/enroliment/index.html

* TectoB ceptndmkart 3a 30 aHu ot GlobalSign —
http://secure.globalsign.net/



CAIPE SSL NpOTOKONBT

BRnrapons acouMaLE
el PRIPBOTYMLMTE M OOTYED

» Secure Socket Layer (SSL) e mpexoB NpOTOKOJ1, KOUTO Ce
n3non3ea 3a curypeH npeHoc Ha gaHHu no TCP/IP mpexun

 OcurypsiBa 3allMTEHN OT NoAcryLlBaHE TyHenm 3a
NOTOYHO-OPUEHTUPAH NPeHOC Ha MHd opMaLUS

* W3nonsea kpuntorpadckmn anroputmmn, PKI n ungpposu
cepTndukaTi

and soon..... Application

Secure Socket Layer Network Layer

TCP/IP Layer




CAIPD SSL 2.0

Banrapoo a00oumMaLmMe
el PRIPBOTYMLMTE M OOTYED

« SSL 2.0 npenoctaBsa aBTEHTUKALUMSA Ha CbpBbpa
npen KnmeHTa n kogmpaHe Ha Tpaduka

* Client Connects
to Secure Server

h - Certg
* Client verifies

signature on Certg

* Client generates
session key
(SessKey,) {SessKey, } Certg

* Client encrypts

SessKey,. usin
Cert, Ye 9 {Data} SessKey,

 Server sends copy of
Server certificate (Cert,)
to Client, indicating that
SSL 2.0 is enabled

» Server decrypts
SessKey, using it’s
private key

- Client and Server use SessKey, to encrypt all data exchanged over the

Internet



CAIPD SSL 3.0

Banrapoo a00oumMaLmMe
el PRIPBOTYMLMTE M OOTYED

e SSL 3.0 npesgoctaBA Bb3MOXKHOCT
ce aBTEHTUKMUpPAT Npej CbpBbpa

* Client Connects to
Secure Server

: « Py Certg - SSL 3.0
* Client verifies signature

on Certg

» Client generates session
key (SessKey,)

- Client encrypts SessKey,. {SessKey} Certg + Cert,
using Certg
* Client asks operator to

select a Cleint certificate

(Cert.) to access server {Data} SessKey.

» Client and Server use SessKey_ to encrypt
all data exchanged over the Internet

U KIMEHTUTE Aa

- Server sends copy of the
Server certificate (Cert,) to the
Client, indicating that SSL 3.0
is enabled with client
authentication

* Server verifies signature on
Cert. (Server can check other
information as well)

* Server decrypts SessKey.
using it’s private key



BRnrapons acouMaLE

NMHdpacTpyKTypa Ha
NyOnMYHUA Koy

LindopoBun noanucu, ceptudomnkatn, SSL

Bbnpocu?
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